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Abstract: Diagnosability ensures that the occurrence of a failure on the system can always be diagnosed
by a diagnosis engine. In this paper, we explore symbolic techniques to test diagnosability of DES.
We present several algorithms that can be implemented with symbolic tools, and show how to combine
decentralised approach with symbolic approach. Finally, we discuss how to extract the minimal set of
sensors that ensures diagnosability.
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1. INTRODUCTION

Diagnosis is the AI problem of determining whether a specified
system is running as expected thanks to observations on its
behaviour; in case of an unexpected behaviour, the diagnosis
engine should be able to localise and identify the failure as
accurately as possible. Another procedure can then take place to
fix the failure or reconfigure the plant. When the observations
provide too little information on the current behaviour of the
plant, the diagnosis engine is not able to return a precise diag-
nosis. Therefore an important feature to ensure when designing
a system is thediagnosabilitywhich states that a failure can
always be precisely diagnosed.

We are interested in the model-based diagnosis of a dynamic
system modeled by a discrete-event system (DES, Cassandras
and Lafortune (1999)) – basically a finite-state automaton –
and consider only one possible failure as results can be easily
generalised. The model is complete, i.e., it represents both the
nominal and the failure behaviours. A system is diagnosableiff
whenever a fault occurs, the diagnosis engine should be able
to diagnose it, possibly after a delay. Equivalently, a system
is not diagnosable iff there exists a pair of infinite execu-
tions on the DES that generate the same observations, one of
which exhibits a fault and not the other one (pair of critical
paths). Testing diagnosability was proved NLOGSPACE-hard
for enumative representations, and PSPACE-hard for succinct
(symbolic) representations (Rintanen (2007)). The designof
efficient algorithms for diagnosability testing attracteda lot
of attention in the past years (Sampath et al. (1995); Console
et al. (2000); Jiang et al. (2001); Cimatti et al. (2003); Pencolé
(2004); Rintanen and Grastien (2007); Schumann and Pencolé
(2007); Cordier et al. (2007)). Unfortunately, because of com-
plexity issues, these techniques are usually not applicable for
many large real-world DES.

We propose several algorithms based on symbolic model-
checking techniques. The existence of critical trajectories is
checked by the computation of fixed-points on pairs of states
of the DES. The symbolic techniques allow one to manipulate
large sets of states. and have already been proposed for the diag-
nosis of DES (Schumann et al. (2007); Grastien et al. (2007))
or even to test diagnosability (Rintanen and Grastien (2007);
Cimatti et al. (2003)) and are widely used in planning (Kautz

and Selman (1996)) and model-checking (McMillan (1993)).
We also show how to decentralise these algorithms to improve
the runtime. Finally, we present an algorithm to find a minimal
set of observable events that makes the system diagnosable.

The paper is structured as follows. Next section gives general
definitions on diagnosis, diagnosability, and the twin plant-
based algorithm. We then show how the diagnosability testing
relates to model-checking and present several algorithms to
test it. Extensions are then proposed to allow a decentralised
approach. Finally, the computation of minimal set of observable
events is presented.

2. DIAGNOSABILITY

This section presents the formal definitions of diagnosability.
The discrete-event systems and the diagnosis of DES are first
presented. Then, the diagnosability is introduced and the twin-
plant algorithm is presented.

2.1 Diagnosis of discrete-event system

A Discrete-Event System (Cassandras and Lafortune (1999))
is a dynamic system that behaves in a discrete manner. It is
basically modeled as an automaton with observable and non
observable transitions. We restrict ourselves to finite DES.

Definition 1.(Discrete-Event System).
A discrete-event system(DES) is the finite-state machine
〈Q,E, T, I〉 where

• Q is a set of states,
• E is a set of events,
• T ⊆ Q × E × Q is a set of transitions, and
• I ⊆ Q is a set of initial states.

Starting from an initial stateq0 ∈ I, a DES takes a sequence of
consecutive transitionsti = 〈qi−1, ei, qi〉 called a path.

A DES is usually represented in a symbolic, compact form.

Definition 2.(Symbolic Model).
Thesymbolic modelof a DES is a tuple〈A, E,R, I〉 where

• A is a set of state variablesa taking their value in a finite
domaindom(a),



• E is a set of events,
• R is a set of rules that associates each event with a

precondition and a set of effects on the valuation of the
state variables, and

• I is a condition on the valuation of the state variables.

A symbolic model can be translated into an enumerative model
as follows: a stateq ∈ Q is a total assignment of the variables of
A; the transition〈q, e, q′〉 exists if i)q satisfies the precondition
of R(e) and ii) q′ corresponds to the application of the effects
of R(e) on q. Finally, the set of initial states is defined as the
set of statesq that satisfy the preconditionI.

The setE of events is partitioned in two subsetsEo of observ-
able events andEu of unobservable events. The setQ of states
is partitioned in two subsetsQN of nominal states andQF of
faulty states.1 A path is saidnominal if it remains within the
subsetQN andfaulty otherwise. The fault is permanent which
means that∀〈q, e, q′〉 ∈ T, q ∈ QN ∨ q′ ∈ QF .

The system runs through a pathρ = q0

e1→ . . .
en→ qn,

and generates an observation wheneverei ∈ Eo. A commun
hypothesis is that the system satisfies somefairness property.
Formally, an infinite path must contain an infinite number of
specified events. Examples of fairness constraint include but are
not limited to: an infinite path generates an infinite number of
observations, an infinite path on the system must contain an
infinite occurrence of events from each component within the
system.

In this article, the diagnosis task is simply a detection problem.
From the sequence of observations generated by the system, the
diagnosisengine must determine what happened in the system,
and basically whether the current stateqn is a faulty state.

2.2 Diagnosability

An important feature of a system, known as diagnosability
(Sampath et al. (1995)), states that the occurrence of a failure
can be identified by a diagnosis engine. The failure is not
directly observable, and there is often a delay between its
occurrence and the observations that allow a precise diagnosis.

The formal diagnosability definition depends on the fairness
constraints on the behaviour, but we give the general informal
definition. A system is diagnosable iff for any failure pathρF

on the system, then the observations of any infinite and fair
continuation ofρF eventually diverges from the observations
of any infinite (possibly unfair, see next paragraph) nominal
behaviour. This means that after a certain delay after the oc-
currence of a failure, the current behaviour will no longer be
mistaken for a nominal behaviour.

We restrict ourselves to a unique fault but the results can be
easily extended to several fault types.

2.3 Twin plant

We now present the diagnosability algorithm based on the twin
plant, as proposed by Jiang et al. (2001).

We consider that the fairness properties are such that for any
(possibly not fair) infinite path, for any (finite) prefix of this
infinite path, there is a fair infinite path that exhibits the same
1 The literature usually defines the fault on the events, but for permanent faults,
it can be equivalently defined on the states.

prefix. This property basically states that it is not possible to
reach a deadlock in the DES.

The twin plant is based on the following principle:
Proposition 1.A system isnotdiagnosable iff the DES exhibits
a fair faulty infinite path and a nominal infinite path that
generates the same observations as the faulty path.

Note that the nominal infinite path does not need to be fair. In-
deed, note first that the diagnosability property is only required
for faulty paths, since an ambiguous diagnosis is not harmful
when no fault occurred. Thus, in the proposition, the faultypath
is the one that definitely occurred on the system and it has to be
fair. Note that the diagnosis is never performed on the sequence
of observations generated by the infinite fair path, becausethis
sequence is unknown; the diagnosis is performed on a prefix
(of increasing size) of the infinite sequence. Remember that
any prefix of an unfair infinite path is also the prefix of a fair
infinite path. Therefore, if an infinite nominal (possibly unfair)
path generates the same observations as the infinite fair faulty
behaviour, then for any prefix of the infinite faulty behaviour
there exists an infinite fair nominal behaviour whose prefix gen-
erates the same observations. Basically, the fairness property
means that a particular event has to occur eventually, and this
event can be postponed as much as we want on the nominal
behaviour because the nominal behaviour is not the one that
actually happens, but conversely this event cannot be postponed
infinitely long on the faulty behaviour.

12 34 5
u uu u

a ab c

Fig. 1. Importance of the fairness property

This is illustrated Figure 1. In this figure, the fairness is repre-
sented by the double circle: an infinite path must infinitely often
go through states3, 4 or 5. The observable events area, b, and
c, and the initial state is1. Consider the faulty states are2 and4.
Then a faulty path has to eventually reach state4, at which stage
the system generatesbs and the fault can be diagnosed. One the
other hand, if the faulty states are3 and5, then the faulty path
can remain indefinitely in state3 and generate a sequence ofas;
this sequence can be mistaken for a non-faulty path remaining
in state2.

This definition of diagnosability allows the twin plant-based
algorithm proposed by Jiang et al. (2001). The twin plant (TP )
is simply the synchronisation of the DES on a copy of the DES.
The transitions are synchronised on the observable events so
that any path on the twin plant corresponds to a pair of paths on
the DES that generate the same observations. To ensure that a
failure occurred only on the copy of the DES, the statesQF ×Q
are pruned from the twin plant. It is then sufficient to find a
loop on the twin plant from an ambiguous stateqa ∈ QN ×QF

reachable from a state ofI ×I, which loop satisfies the fairness
constraint on the copy of the DES.
Definition 3.(Twin Plant).
The twin plant of the DES〈Q,E, T, I〉 is the finite-state ma-
chine〈Q, E , T , I〉 defined by:

• Q = QN × Q,
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Fig. 2. Example of a DES (a, b, andc observable;3, 5, 6, 7, and8 faulty)
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Fig. 3. Twin Plant for the DES of Figure 2

• E = Eo ∪ ((E \ Eo) × {1, 2})
• T = {〈q, e, q′〉 | q = 〈q1, q2〉∧q′ = 〈q′1, q

′
2〉∧

(

(e ∈ Eo∧
〈q1, e, q

′
1〉 ∈ T ∧ 〈q2, e, q

′
2〉 ∈ T ) ∨ (e ∈ (E × {i}) ∧

〈qi, e, q
′
i〉 ∈ T ∧ qj = q′j ∧ j 6= i)

)

,
• I = I × I.

The part of the twin plant that cannot be accessed from the
initial state are pruned.

The twin plant algorithm is illustrated with the DES Figure 2
inspired from Briones et al. (2008). The observable events are
a, b, andc. The faulty states are3, 5, 6, 7, and8. The twin plant
is presented Figure 3 where the copy of the DES is represented
with a prime. The state98′ is ambiguous, and the loop on
the state generates an observation (which satisfies the fairness
contraint). Therefore, the system is not diagnosable.

3. SYMBOLIC TESTING OF DIAGNOSABILITY

In this section, we propose a new algorithm for the diagnos-
ability of discrete-event system. We discuss the implementation
with symbolic tools at the end of the section.

3.1 Diagnosability as a Model-Checking Problem

Model-checking (Clarke et al. (2000)) is an automatic tech-
nique for verifying dynamic plants modeled as DES such as
communication protocols. Specifications are expressed in tem-
poral logic. Efficient procedures exist to determine whether or
not the DES satisfies the property. The use of model-checking
to test diagnosability was already proposed (Cimatti et al.
(2003)) but with a simplified definition of diagnosability. In
particular Cimatti and coauthors give a different definition of
ambiguous behaviours, and the delay to disambiguate these
behaviours is restricted to one.

The definition of non-diagnosability given in the beginning
of the subsection 2.3 can be expressed as a model-checking
problem.

TP |= E(fair ∧ F (QN × QF )) (1)
whereE is the traditional logic operator that stands forthere
exists an infinite path, fair is the formula that expresses that the
path on the copy of the DES is fair,F is the traditional logic
operatoreventually, andQN × QF means that the diagnosis
state is ambiguous. This definition states that a system is not
diagnosable if there is a fair infinite path on the twin plant that
reaches an ambiguous state (and thus stays in this ambiguous
state). To our best knowledge, it is the first time diagnosability
of DES is expressed with (1).

Diagnosability can thus be expressed in LTL (linear-time
logic). The choice of LTL logic allows to express more gen-
eral fairness properties than what is usually considered. The
traditional fairness property states that an infinite trajectory
should generate an infinite number of observations which can
be expressed byfair = GF O. This formula meansat any point
in the path, it is always true thatO will eventually be reached,
whereO models the set of states in which an observation just
occurred (a Boolean state variable can represent this property).
It is also possible to represent more elaborate properties as any
request is eventually fulfilledformally expressed byfair =
G (ask → F answer).

Any LTL model-checker can solve a diagnosability problem,
but we propose to present the general algorithm to study
domain-dependant features (as decentralised computation).

3.2 Forward Search

We are looking for an infinite path on the twin plant that reaches
an ambiguous state. The path will have the pattern



〈q0, q
′
0〉 → . . . → 〈qk, q′k〉 → 〈qk+1, q

′
k+1〉 → . . .

whereqi ∈ QN for any i and q′i ∈ QN if i ∈ {0, . . . , k}
(k possibly equals0), andq′i ∈ QF if i > k. The idea is then to
compute all the pairs of states〈qk, q′k〉 ⊆ QN × QN reachable
from I × I for increasing values ofk, next compute all the
〈qk+j , q

′
k+j〉 ⊆ QN × QF reachable inj transitions or more2

for increasing values ofj until a fix point is found.

This procedure is illustrated Algorithm 1 where

• T represents the set of transitions on the twin plant,
• NextT (X) is the set of states reached fromX by one

transition ofT (formally {q′ | ∃q ∈ X : 〈q, q′〉 ∈ T }),
• Wk represents the set of pairs〈q, q′〉 (q′ ∈ QN ) reachable

in k or less transitions,
• Ri represents the set of pairs〈q, q′〉 (q′ ∈ QF ) reachable

in (i + 1) or less transitions from a pair of states ofW∞,
and

• Sj represents the set of pairs reachable from(j + 1) or
more transitions from a pair of states ofW∞.

The algorithm uses classical fix point techniques.

Algorithm 1 Forward algorithm to test diagnosability
1: k := 0
2: Wk := I × I

3: repeat
4: k++
5: Wk := Wk−1 ∪ ((QN × QN ) ∩ NextT (Wk−1))
6: until Wk = Wk−1

7: i := 0
8: Ri := (QN × QF ) ∩ NextT (Wk)
9: repeat

10: i++
11: Ri := Ri−1 ∪ NextT (Ri−1)
12: until Ri = Ri−1

13: j := 0
14: Sj := Ri

15: repeat
16: j++
17: Sj := NextT (Sj−1)
18: until Sj = Sj−1

19: if Sj = ∅ then
20: return diagnosable
21: else
22: return not diagnosable

We illustrate the algorithm on the example of Figure 2. The
evolution of the variables in the algorithm are presented Table 1.

This is the first algorithm that allows to check diagnosability in
a symbolic manner rather than using an enumerate approach.
For instance, the sets of states Table 1 are enumerated, but they
could be represented in a symbolic manner as done to some
extend Table 2. Symbolic techniques allow one to manipulate
larger sets of states than the enumerate ones (on this topic,see
discussion in the subsection 3.4). It is easy to retrieve a critical
path from the setsRi, Sj andWk by picking a state ofSj and
building the trajectory backwardly.

This algorithm did not consider fairness properties, but can be
easily extended for this case. We illustrate this feature for the
backward search.

2 If one does not considerj transitionsor more, the set of pairs may not reach a
fix point but oscillate (for instance oscillate between the set of states{〈q1, q′

1
〉}

and{〈q2, q′
2
〉}).

W0 {00′}
W1 {00′, 11′, 22′}
W2 {00′, 11′, 22′, 44′}
W3 {00′, 11′, 22′, 44′, 49′, 94′}
W4 {00′, 11′, 22′, 44′, 49′, 94′, 99′}
W5 {00′, 11′, 22′, 44′, 49′, 94′, 99′}

R0 {25′, 13′}
R1 {25′, 13′, 47′, 46′}
R2 {25′, 13′, 47′, 46′, 48′, 97′, 96′}
R3 {25′, 13′, 47′, 46′, 48′, 97′, 96′, 98′}
R4 {25′, 13′, 47′, 46′, 48′, 97′, 96′, 98′}

S0 {25′, 13′, 47′, 46′, 48′, 97′, 96′, 98′}
S1 {47′, 46′, 48′, 97′, 96′, 98′}
S2 {48′, 97′, 96′, 98′}
S3 {98′}
S4 {98′}

Table 1. Unfolding Algorithm 1 (forward search)

3.3 Backward Search

In the backward search, the existence of the critical paths is
tested starting from the end. This approach is based on the
following idea that motivated this work: in some systems, the
behaviour after the occurrence of a failure is much different
from the nominal behaviour. First looking at the end of the paths
may quickly show that nominal and faulty behaviours can be
easily distinguished from each other, and therefore save a lot
of computation. For instance, if the system generates alarms if
and only if a failure occurs, it should be easy to determine that a
failure behaviour cannot be mistaken for a nominal behaviour.
In comparison, a forward search on the twin plant requires to
explore at least all the nominal behaviour space:W∞ as defined
in Algorithm 1 contains at least〈q, q〉 for anyq ∈ QN .

The backward search is illustrated Algorithm 2 for fairness
propertyfair = (GF X1)∧· · ·∧(GF Xx) whereXi represents
a set of pairs. This fairness property simply indicates thatthe
infinite path should go infinitely often through the set of states
Xi for all i. In this algorithm,PrevT (S) refers to the set of
statesq such that∃q′ ∈ S : 〈q, q′〉 ∈ T . The algorithm first
determines the setWp of ambiguous pairs from which there is
an infinite path that satisfies the fairness propertiesX1 to Xp.
To do so, starting from the set of pairsWp−1, we repeatedly
(lines 5 to 14) force the set intoXp and then allow an unlimited
(but non null) number of transitions (lines 8 to 11) until a fix
point is reached. Each fairness property can be tested separately
but the algorithm works only ifx 6= 0. 3 Finally, the procedure
goes backward (lines 16 to 19) until an initial pair is found (the
existence of a critical path is proved: non diagnosable) or afix
point is reached (diagnosable).

The application of this algorithm is presented Table 2. Recall
that the fairness constraint indicates that an infinite trace should
generate an infinite sequence of observations, which means
that x = 1 and thatSi

0 is computed by taking an observable
transition fromRi−1. For instance,W0 is defined as the Carte-
sian product ofQN andQF . R0 = W0. S0

0 is defined as the
set of predecessors ofR0 through an observable event. There
are three observable events: the synchronisation ofa leads to
({0, 9} × {8′}), the synchronisation ofb leads to({0, 1, 2} ×
{3′, 5′}), while c leads to∅. The next step computes the union
of the previous step and the set of predecessors of these states.
Finally, S reaches a fix-point leading toR1. WhenR reaches

3 It is possible to forceX1 = Q × Q.



Algorithm 2 Backward algorithm to test diagnosability (under
fairness properties)

1: W0 = QN × QF

2: for (p := 1 ; p ≤ x ; p++) do
3: i := 0
4: Ri := Wp−1

5: repeat
6: j := 0
7: Sj := PrevT (Ri ∩ Xp)
8: repeat
9: j++

10: Sj := Sj−1 ∪ PrevT (Sj−1)
11: until Sj = Sj−1

12: i++
13: Ri := Sj

14: until Ri = Ri−1

15: Wp := Ri

16: if Wx ∩ (I × I) 6= ∅ then
17: return non diagnosable
18: else
19: return diagnosable

a fix-point, it intersectsI × I which means the system is not
diagnosable.

W0 {0, 1, 2, 4, 9} × {3′, 5′, 6′, 7′, 8′}
R0 {0, 1, 2, 4, 9} × {3′, 5′, 6′, 7′, 8′}

S0

0
({0, 9} × {8′}) ∪ ({0, 1, 2} × {3′, 5′})

S0

1
({0, 4, 9} × {8′}) ∪ ({0, 9} × {7′})∪

({0, 1, 2} × {1′, 2′, 3′, 5′})
S0

2
({0, 4, 9} × {7′, 8′}) ∪ ({0, 1, 2} × {1′, 2′, 3′, 5′}) ∪ {00′}

S0

3
({0, 4, 9} × {7′, 8′}) ∪ ({0, 1, 2} × {1′, 2′, 3′, 5′}) ∪ {00′}

R1 ({0, 4, 9} × {7′, 8′}) ∪ ({0, 1, 2} × {1′, 2′, 3′, 5′}) ∪ {00′}

S1

0
{98′, 00′, 15′, 25′}

S1

1
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′}

S1

2
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

S1

3
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

R2 {98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

S2

0
{98′, 00′, 15′, 25′}

S2

1
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′}

S2

2
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

S2

3
{98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

R3 {98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

W1 {98′, 00′, 15′, 25′, 48′, 97′, 12′, 22′, 47′}

Table 2. Unfolding Algorithm 2 (backward search)

This is the first backward algorithm for testing diagnosability.
When diagnosable, the forward algorithm explores at least
all the nominal search space. In case the behaviour of the
system is much different after a failure, we expect the backward
algorithm to explore a smaller search space.

Note that the doublerepeat-until loop can be avoided in the
algorithm bycompiling the model. Basically, a new transition
system is defined onQN × QF such that a transition links
s1 = 〈q1, q

′
1〉 to s2 = 〈q2, q

′
2〉 iff s2 ∈ Xp and there is a non

empty path onT betweens1 ands2. This new set of transitions
denotedTp is computed by the fix-point Algorithm 3. NowRi

can be simply computed byRi = PrevTp

∞(Ri−1).

3.4 Complexity

The algorithms presented in this section do not explicitly refer
to a symbolic implementation. However, the set of pairs in
these algorithms should be implemented with symbolic tools.
For instance, enumerating all the states ofW0 = QN × QF

Algorithm 3 CompilingTp

1: j := 0
2: T j

p := T ∩ (QN × (QF ∩ Xp))
3: repeat
4: j++
5: T j

p := T j−1

p ∪ {〈s1, s′
2
〉 | ∃s′ : 〈s1, s′〉 ∈ T ∧ 〈s′, s′

2
〉 ∈

T j−1

p }

6: until T j
p = T j−1

p

7: return T j
p

in Algorithm 2 is already quadratic in the number of states in
the DES; this was avoided in Table 2 where the set of states was
represented by Cartesian product. Note that an incomplete algo-
rithm using symbolic techniques (SAT, Rintanen and Grastien
(2007)) was proposed that proves non diagnosability, but cannot
prove diagnosability.

As explained before, the symbolic approach usually repre-
sents sets of states and transitions by propositional formulas,4

and operations as union, intersection, emptiness-checking, set
equality, projection can be expressed as operations or transfor-
mations on propositional formulas, such as disjunction, con-
junction, satisfiability, equivalence, forgetting. With this re-
spect, any language completely representing propositional for-
mula can be used as long as these operations are efficient and
the representation succinct. A lot of work is currently being
done to identify these languages. The most popular language
is OBDD< (Bryant (1986)), but a lot of attention is captured by
other sub-families of DNNF, as d-DNNF (Huang and Darwiche
(2007)), (d-)SDNNF (Pipatsrisawat and Darwiche (2008)).

There is no guarantee that this approach will be more efficient
than an enumerative approach. In particular, the length of
a critical path may be quadratic in the number of states in
the DES (Rintanen (2007)), which means that the fix-point
represented by theuntils in the algorithms may require a
quadratic number of loops. Furthermore, the compactness of
a symbolic representation of the set of states does not hold in
general: some propositional formulas require a representation
whose size is exponential in the number of state variables
(Darwiche and Marquis (2002)) (but admittedly, the number of
states represented is then exponential as well).

Finally, note that this approach is convenient to extract one
critical path but not to generate all critical paths.

4. DECENTRALISED COMPUTATIONS

The decentralised approach for diagnosability was proposed to
test diagnosability on large systems. It can be implemented
to some extend in our proposed approach by using relaxation
of constraints. We first present the general idea of the de-
centralised approach. Then we show how relaxations can be
implemented. Finally, we show the implementation of the de-
centralised approach.

4.1 Background

Decentralised testing of diagnosability was proposed in (Pen-
colé (2004)). The idea is that if a failure occurs on a component,
the observations that allow one to identify the failure are prob-
ably those emitted by this component or its close neighbours.
It is sufficient to prove diagnosability locally to ensure global
4 Although this is not the only approach.



diagnosability; moreover, the cost of the checking is very little
compared to the probability to be successful. Similar techniques
were applied in model-checking (Balarin and Sangiovanni-
Vincentelli (1993)). Furthermore, if the subsystem is not locally
diagnosable, it is still possible to prune the search space locally
before searching for a larger subsystem.

The principle of this approach is the following. First, the
diagnosability is checked locally on the component where
the fault can occur. The twin plant is built from the current
subsystem model. An analysis is performed on this structure
to find critical paths. If such a critical path is found, the
diagnosability cannot be proved; an additionnal component
is added to the original one and the twin plant is efficiently
updated (rather than computed from the subsystem model)
from the previous twin plant. Because of fairness properties,
it is possible to remove from the twin plant the parts that are
diagnosable, thus efficiently pruning the search.

Note that this is different from the modular diagnosability
proposed e.g. in (Debouk et al. (2002); Contant et al. (2006)). In
the latter case, the modular diagnosability is used to determine
whether a system is diagnosable under a certain architecture.
In the former case, the goal is to speed up the diagnosability
process. Furthermore, the cited article do not rely on the twin
plant.

4.2 How to Relax the Constraints

The non-diagnosability testing consists in finding a particular
path on the spaceQN × Q. This particular path has to satisfy
some constraints that are listed next. Removing some constraint
can make the problem simpler while still returning the good
result.

The constraints on the critical path are the following: the path
has to

(1) satisfy all the fairness constraints,
(2) be consistent with the model,
(3) generate identical observations on both the system and its

copy.

If some of these constraints are relaxed and still no critical path
is found, then no path will be found if taking all constraintsinto
account, and the system is therefore diagnosable.

Removing some fairness constraints can be very efficient as it
removes some loops in Algorithm 2. Removing some constraint
on the model allow one to remove some state variables, and
therefore reduce the size of the symbolic representations of
states5 . In this section, we concentrate on these two relax-
ations.

In case the diagnosability cannot be proved, it should still
be possible to reuse the result to simplify the computation at
the next iteration. The aim is thus to find a restriction on the
property that i) is easier to solve than the original property,
and ii) allows to reuse what was computed for an incremental
approach.

4.3 Implementation in a Symbolic Framework

The set of state variablesA is partitioned into subsets
A1, . . . ,An. The setAi implicitly defines the componentCi

5 Note that it is not always the case in practice.

with set of statesQi = Πv∈Ai
dom(v). To simplify, we consider

QF = QF1×Q2×· · ·×Qn whereQF1 ⊆ Q1; which basically
means the fault is defined on componentC1. The setEi of
events of componentCi is the set of events whose precondition
depends on or whose effect affects some variablea ∈ Ai.

Given a subset ofj componentsSub = {C1, . . . , Cj}, it is
possible to run Algorithm 2 on the model defined by the
projection of the global model on this set of components, with
the fairness constraints projected on this model. The algorithm
computes a set of statesWx that corresponds to the set of states
from where there is a critical path on the subsystem model. If
this set of states does not intersect the set of initial states of the
twin plant, then the subsystem is diagnosable, and the system is
therefore diagnosable. Otherwise, nothing can be concluded.

The setWx represents a set of states on the subsystemSub, but
it also represents the set of statesWx×Qj+1 onSub∪{Cj+1}.
Since the restrictions satisfied when testing diagnosability for
Sub must also be satisfied when testing diagnosability forSub∪
{Cj+1}, it is possible to start Algorithm 2 withWx × Qj+1

rather thanW0 which reduces the number of iteration before
reaching the fix-point.

Note that, as for Pencolé (2004), the order in which the com-
ponents are added to the subset will have a big impact on the
efficiency of the algorithm.

5. OPTIMAL OBSERVABILITY

Diagnosability is an important feature to check when designing
a system that needs supervision. This property can usually be
enforced by adding sensors on the system. Adding new sensors
has a significant cost, from a design point of view, from a
production point of view and also from a maintenance point of
view. Thus, an important design capability is to minimize the
number of sensors as to minimize the total cost. We propose
a conflict-based algorithm using a symbolic approach to solve
this problem. The generation of minimal sets of sensors has
been studied by Briones et al. (2008). Their approach is based
on signatures, i.e. sequences of observations generated by a
fault. The authors propose two incremental algorithms: their
first algorithm removes sensors until it is no longer possible
to remove any sensor; their second algorithm adds sensors until
the system is diagnosable and then applies the first algorithm.

Let S⋆ = 〈σ1, . . . , σk〉 be a set ofsensors. The sensorσi, if
added to the system, makes the eventsEσi

⊆ E observable.
The set of potentially observable eventsis denotedE⋆

o and
defined byE⋆

o =
⋃

σ∈S⋆ Eσ. Note that different sensors can
monitor the same observable events (σ 6= σ′ 6⇒ Eσ∩Eσ′ = ∅);
in other words, the sensors ofS⋆ coverE⋆

o but do not form a
partition ofE⋆

o . The set of observable events monitored by a set
of sensorsS ⊆ S⋆ is denotedES and defined by

⋃

σ∈S Eσ.
To simplify, with each sensorσ is attached acost denoted
cost(σ) > 0; the cost of a set of sensorsS ⊆ S⋆ is the sum
of the cost of each sensor:cost(S) = Σσ∈Scost(σ).

The problem is to compute a setS ⊆ S⋆ that ensures
〈Q,E, T, I〉 is diagnosable ifEo = ES and minimises the
costcost(S). We consider that the fairness properties attached
with the definition of diagnosability do not rely onES (but
potentially onE⋆

o ).

A general approach based on the classicalconflict-hitting set
method is provided Algorithm 4.S is a set of candidate sets



Algorithm 4 Computing optimal set of sensors
1: S := {∅}
2: while No solution found andS 6= ∅ do
3: S := argminS∈S(cost(S))
4: if DES is diagnosable underES then
5: return S

6: pick a conflictEcon ⊆ E⋆
o \ ES

7: Scon := {σ ∈ S⋆ | Eσ ∩ Econ 6= ∅}
8: S := {S′′ | ∃σ ∈ Scon : ∃S′ ∈ S : S′′ = S′ ∪ {σ}}
9: S := S \ {S′′ ∈ S | ∃S′ ∈ S : S′ ⊂ S′′}

10: return non diagnosable

of sensors. At any time in the search,S contains candidate sets
of sensors; if a setS of sensors makes the system diagnosable,
then by construction∃S′ ⊆ S : s′ ∈ S. The diagnosability
is tested with the elementS of S with smallestcost(S), as it
is the best current candidate. IfS does not make the system
diagnosable, then a critical pathρ can be extracted from the
diagnosability checking. The conflictEcon generated from this
critical path ρ is the set of events ofE⋆

o \ ES that occur
from this critical path; it is possible to tighten this conflict
by incrementally removing anye ∈ Econ such that making
e observable does not make the critical path diagnosable. The
conflict setEcon means that the pair of ambiguous pathsρ can
be distinguished only if at least one event ofEcon is observable.
Thus, we updateS by ensuring that each candidate set ofS
contains a sensor monitoring an element ofEcon (line 8). Any
strict supersetS′′ of a S′ ∈ S can be removed fromS to limit
its size. Finally, if a set of sensorsS ⊆ S⋆ is found with an
empty conflict, it means that a critical path was found on the
system, which path satisfies the fairness properties and cannot
be distinguished even when all sensors ofS⋆ are set on the
system. After an empty conflict is found,S is automatically set
to ∅ line 8 and the system is proved non diagnosable. Note that
this algorithm can be trivially extended in order to enumerate
all minimal sets.

The general method presented in Algorithm 4 can be used
with a symbolic approach. To improve the efficiency, specific
improvements can be implemented.

The first improvement concerns reusing previously computed
results. The previous section showed that a way to relax the
property expected on all paths when testing diagnosabilityis
not to enforce the simultaneous occurrence of some observable
event or, in other words, to consider that some observable event
is not observable. We have shown that it is possible to initialise
W0 to the conjunction of theWxs computed for each restriction
of the current restriction. It is possible to apply it here aswell.
For instance, consider that the system is not diagnosable ifthe
system contains the sensors{σ1, σ2} or {σ1, σ3}. We now want
to test whether the system will be diagnosable with the set of
sensors{σ1, σ2, σ3}. Then, it is possible to initializeW0 to
W ′ ∩ W ′′ whereW ′ is theWx computed for{σ1, σ2}, and
W ′′ for {σ1, σ3}.

A second improvement regards the extraction of the conflict.
Smaller conflicts make the algorithm converge faster, as they
reduce the number of elements inS. The extraction of the
critical path simply runs the sets of states computed backward
and pick one transition at each stage. To increase the probability
of a small conflict, when the transition is chosen we suggest to
avoid if possible any event fromE⋆

o \ ES that was not already
chosen in the prefix of the path.

6. CONCLUSION

A system is diagnosable if it contains enough sensors for an
observer to diagnose a failure. In this paper, we presented a
symbolic-based approach to efficiently test whether a discrete-
event system is diagnosable. Several variations are proposed
with different advantages. Using symbolic techniques allows
one to consider large discrete-event systems that existingenu-
merative approaches fail to test. The search can be performed
in a classical forward manner, or in a backward manner which
potentially avoids exploring all the search space of the discrete-
event system. This approach can also be mixed with a decen-
tralised computation, which allows early detection of diagnos-
ability and reduction of the search space in general. The main
drawback of this approach is that it does not return all the
critical non-diagnosable paths. We also studied the problem of
finding a minimal set of sensors that makes the system diag-
nosable The general procedure only requires a diagnosability
engine at its core, and we proposed to use our engine. We also
improved our algorithm for this purpose.

As explained at the end of section 3, some questions remain
unanswered. In particular, it is not clear which symbolic tool
should be used to represent the set of states (BDD, DNNF,
etc.). This question is the topic of intensive search in all path-
finding communities (planning, model-checking). We also want
to check to which extend decomposition (Schumann and Pen-
colé (2007)) can be merged with this approach.
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