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Abstract

The diagnosis of a discrete-event system is finding out
whether the behavior of the system is normal or faulty, given
observations of this behavior. We show how the diagnosis
problems can be translated into the propositional satisfiab
ity problem (SAT) and then solved by the state-of-the-aff SA
algorithms. Our experiments demonstrate that the SAT algo-
rithms are able to deal with the problems, which are hard for
traditional diagnosis algorithms.

Introduction

The diagnosis of a discrete-event system is finding out
whether the behavior of the system is normal or faulty, given
observations of this behavior. This computation can be done
by checking whether there exist normal/faulty behaviors on
the model of the system that are consistent with the observa-

tions. The main difficulty of this task is that the behavior of
the system is only partially observable.
Two types of approaches for solving this problem have

Elena Kelareva
University of Melbourne
Melbourne, Australia

Jussi Rintanen
NICTA &

Canberra, Australia

the use of propositional logic to determine the state of the
system. Schumargt al. (2007) have investigated the use of
logic to solve diagnosis problems. In this paper, the diag-
nosis task is translated to a SAT problem which then can be
efficiently solved by the current state-of-the-art SAT sod/

The structure of the paper is as follows. First we present
a simple system that is for earlier approaches to diagnosis
too difficult because of the very high number of trajectories
and sets of possible current states. Then we present a for-
malization of the discrete-event system diagnosis problem
and its translation into SAT. Extensions for more complex
observations and for a more accurate diagnosis are given
in the next two sections. In the experiments’ section we
present data about the computational properties of the-stat
of-the-art SAT solvers in solving the diagnosis problem and
compare the proposed method with existing diagnosis ap-
proaches.

Example

been presented. In the first approach the system model is We consider a system of 20 identical componentsin<ad

compiled off-line in a structure which can be used on-lirre fo
efficiently detecting whether an observation sequenceeorr

grid such that each component is connected to its 4 neigh-
bors. Corner and border components are neighbors to cor-

sponds to normal or faulty behaviors. The main example is ner and border elements in the opposite sides. For example,

the Sampathdiagnoser(Sampathet al. 1995). However,

the size of the diagnoser can be double exponential in the in positions(0,1), (0,3), (1

the componentin positiof), 2) is connected to components
,2) and (4,2). The behavior

size of the system description in the worst case (Rintanen of each component is represented by the automaton in Fig-
2007), which can make the diagnoser practically impossible ure 1. All the components are initially in the stadbe When
to generate. The second approach is based on the compu-a failure occurs in a component, its state changes and

tation of all behaviors and on checking whether these be-

haviors are correct (Lamperti & Zanella 2003; Pencolé &
Cordier 2005; Su & Wonham 2005; Jiroveanu & Boél 2005;
Cordier & Grastien 2007). Computing all behaviors can be
extremely expensive.

Basically, the diagnosis task involves finding paths in the
model of the system. An efficient approach to solving simi-
lar path finding problems most notably in classical Al plan-
ning (Kautz & Selman 1996) and model-checking (Biere
et al. 1999) is to reduce them to the satisfiability (SAT)
problem in the classical propositional logic. Rintanen and

the component sends the messagjmot! to its neighbors
which receive the messageboot? leading to statéV’, F'F’
or R depending on their current state.

The goal is to monitor this system. The events IReboot
and IAmBack correspond to a component sending an alarm.
Given these observations, the monitoring system must de-
termine what happened in the system. Sampa#i. (1995)
have proposed a method for solving this kind of problems.
The method consists of compiling the system description to
a finite state machine called a diagnoser which efficiently
maps a sequence of observations to abstract represestation

Grastien (2007) have shown that a system can be proved of sets of possible current states. The main problem with

non-diagnosable with this approach. Diagnosis of stase sy  this approach is that the size of the diagnoser can be expo-
tems has earlier been viewed as a logical satisfiability{con nential in the number of states, and for this reason it cannot
sistency) problem and specifically as a SAT problem (Reiter be computed for many systems with more than a couple of

1987; Veneris 2003). Williams and Nayak (1996) proposed hundred or thousands of states.
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Figure 1: The behavior of one component

The other method involves computing all the behaviors
of the system description that are consistent with the ob-
servations. However, for this example the number of such
behaviors is astronomically large. We propose to solve the
diagnosis problem by translating it into a SAT problem and
then using state-of-the-art SAT solvers.

Definitions
System

2. s'(a) = 0foralla € A suchthata € ¢, and
3. §'(a) = s(a) otherwise.

The transition system is initially in the statg, and an
event sequence, . . ., e, 1 takes the system through a se-
qguencesy, s1, . . ., s, Of states such thati € {0,...,n —

1}, Hp,e) € 6(e;) = s; = dpAsiy1 = sucds;, c). Note that

a states; and an event; do not necessarily determine the

successor state,; uniquely. The sequence of states and
events is called #&rajectory and models a behavior on the

system.

This system description is very similar to the one used in
planning. An important factor of efficient SAT-based plan-
ning (Kautz & Selman 1996) is the notion of parallel or par-
tially ordered plans which allows several independent ac-
tions to be taken simultaneously. This approach has the ad-
vantage of making unnecessary to consideméalotal or-
derings ofn independent events, since their mutual ordering
does not matter. The paif®1, c1) and{¢s, co) interfere if
there isa € A that occurs positively/negatively iy and
negatively/positively inp, or in co, Or positively/negatively
in co and negatively/positively ig;. Eventsey, ..., e, can
take place simultaneously with € §(e1),...,0, € d(en)
if o ando’ do not interfere for any{o, o’} C {o1,...,0,}

We consider discrete-event systems, i.e. systems whosesuch thab # o'.

states can be represented by the assignment of a finite set We consider sequenceé, ...

of variables in finite domains. Here, we are restricted to
two-valued (Boolean) state variables but in general véggab
may have any number of different values. Hence a state
s : A — {0,1} is a total function from the state vari-
ables to the constants (true) and 0 (falsg. A literal is

a state variable or its negation, and the set of all litels i
L = AU{-a | a € A}. The language& over A consists

of all formulae that can be formed frorh and the connec-
tives v and—. We use the standard definitions of further
connectives) A ¢ = =(—¢ V ), ¢ — ¢ = —¢ V¢ and
o =(d—=Y) A — ¢).

Definition 1 (Model of the system)

Themodel of the systers a tupleSD = (A, %, %,, , so)
where

A is a finite set ofstate variables
Y. is a finite set ofunobservable events
Y, is a finite set ofobservable events

e/ CX,UX, — 9Lx2" assigns each event a set of event
instanceg¢, ¢), and
s0 : A — {0, 1} is the initial state.

An event instancef the evente is a pair{¢,c) € d(e)
which indicates that the event can be associated with
changes in states that satisfy the conditien More for-
mally, an event € ¥, U X, is possible in any statesuch
thats = ¢ for some(¢, ¢) € §(e). Whene takes place i,
one of the pairge, ¢) € d(e) satisfyings = ¢ is chosen and
the effect of the event is that the literalsdtvecometrue.

Let s be a state and C L a consistent set of literals (i.e.
such that € ¢ = =i ¢ ¢). Then define the successor state
s' = suce(s, c) of s by

1. §'(a) = 1foralla € A suchthat € ¢,

,Onp—1 oOf (possibly
empty) setg); of event occurrences, corresponding to the
setsE; of events, such that all members@f are mutually
non-interfering. We define the successor stéatef s with
respect to a sed of non-interfering event occurrences by

s = sucdgs, U c).

(¢,c)€O

Observations

The event sequence that occurs in the system is partially ob-
servable. Indeed, each observable event generates an obser
vation emitted by the system. In general, it is considered
that the observations received for the diagnosis are iden-
tical to the observations emitted by the system. However
recent works (Lamperti & Zanella 2003; Grastien, Cordier,
& Largouét 2005; Pencolé & Cordier 2005) consider uncer-
tainties to do with the observations: partial order between
the occurrence of observable events, uncertainty overhwhic
event has occurred, loss of observations, etc. To simplify,
we consider in this section and the next one that the obser-
vations are a collection of timed observable events. This
hypothesis is communly used in time-driven systems. More
general cases are presented in a next section.

Definition 2 (Observations)
The observation®BS is a set of pairgle, t) wheree € 3,
is an observable event ad= N is a positive integer.

The semantics is simple: {&,¢) € OBS, then the ob-
servable event occurred at time step. Conversely, if
(e,t) ¢ OBS, the observable eventdid not occur at time
stept. A sequence of sets of everfiy, .. ., F,,_1 is consis-
tent with the observation@BS if:

e,i)€eOBS & (i<nhe€cE;) Vie NT, VeeX,.
(e,1)



Diagnosis foralla € Awherew, = (¢1,c1),...,wk = {¢g, cx) areall
Thediagnosis labebf a trajectory can baormalor faulty. event occurrences witha € ¢;. For the change frorfalse
In this section, we consider that a trajectory is faulty if it to true the formulae are defined similarly by interchanging
contains daulty event The set of faulty events is denoted @ and-a. _
tion Dealing with faulty behaviorsTwo trajectories are said ~ Not be simultaneous if they interfere:
to bef—equival_enlif they share the_ same diagnc_)s_is IabeI._ (Wt Awh)foralle € £, U, and{w,ws} C 5(e)

The behavior of the system is often ambigious: given
a flow of observations of system behavior, the correct- such thatu, # ws
ness of the behavior cannot always be proved, particularly —(w} A wb) forall {e1,es} € ¥, U, andw; € 5(e;) and
if .the system is _notjlagnosable(Sampathet.aI. 1995; ws € §(e2) such thaty; andws interfere.
Rintanen & Grastien 2007). Moreover, there is often a delay (4)
between a fault and the observations that enable this fault t
be diagnosed. Because of this uncertainty, we consider that The occurrence of events is represented by this formula:
it is sufficient to find one normal behavior consistent with

t t

the observations to diagnose that the system behavior-is cor (V w)ecforalees, Us, ®)
rect. wed(e)
Definition 3 (Diagnosis) The conjunction of all the above formulae for a giveis
Let.SD be the model of the system, anddeBS be the ob- denoted byZ (t,t + 1).! A formula for the initial states is:
servations on the system. The behavior of the systewris
mal if there exists a sequenée= FEy, ..., F,_1 of events 1y = /\ al /\ -a (6)
on SD consistent withO B.S such that is normal. a€Also(a)=1 a€Also(a)=0

As we show in sectioDealing with faulty behaviorghe A formula that represents all the behaviors described by
approach developed in this paper enables to angegor the system for the length s then

noto nearly any question about the behavior of the system _
and return a proof if the answeryes Psp=T(0,)A---AT(n—1,n) AT @)
Diagnosis by SAT The observations are a set of timed occurrence of observ-

. . ; . . able events: the observable evenbccurred at time iff
Diagnosing a system requires to find whether there exists a (e,d) € OBS. More complex observations are considered

normal path on the model of the system that is consistent . X . :
with the observations. This test can be formulated as a SAT " the next section. The representation of the observations

Y o . " consists of setting the’ to true if this observable event
ﬁirr?gl(eKrgh?zmgilagré¥r;0aﬁtgggg?th finding problems in Al plan e € ¥, occurred at time stefy and tofalseif it did not.

We construct a formula such that satisfiable valuations /\ et A /\ et ®)
of this formula correspond to the sequen¢es. . ., s,) of (e.)cOBS (e.) ¢OBS
states and the sequendés, ..., E,—1) of events consis- ’ ’
tent with the observations. The numbeis the maximum Theorem 1.
value such thate,n — 1) € OBS. The solutions to the SAT probleby p AP s represent the

Next, we define the formul@s p that represents the sys- ~ set of trajectories orD consistent with the observations
tem descriptiorb D = (A, %,,3,, d, so). The propositional OBS and ending with the last observation©f3S.
variables, with superscriptorresponding to time stepare
the following: To compute the diagnosis, we proposdilter the trajec-
e g foralla € Aandt € {0,...,n}, tories as proposed in (Torta & Torasso 2004) for static sys-
e ctforalle e £, U, andt ¢ {0,...,n — 1}, and tems with the formulabq.,. that istrue if no faulty event

occurred.® .. is called thequery formula
e Wiforalle e ¥,U%,,w e d(e), andt € {0,...,n—1}.

Next we describd (¢, ¢ + 1) for a givent which models DPoye = /\ ¢t (9)
the transition from time stepto time stept + 1. When an e€S s ,te{0,...,n—1}
event occurs, the event must be possible in the current state

(1) and it has also some effects (2): The formula that finds sequences of events on the model
wt — ¢! foreveryw = (¢,c) € i(e) (1) that are consistent with the observations and that are forma
. 41 B is defined by®a = ®sp APors APQue. Ifthis formulais
A\ foreveryw = (¢,¢) € 6(e)  (2) satisfiable, then the diagnosis of the system is normal. Oth-
lee erwise, it is faulty.
The value of a state variable changes only if there is a

) e . . .
reason for the changé&#&me axion: If a single event can occur at any time stephe following

clauses should be addeek,, e € ¥, UX,, —el vV —eb or another
(a' A =a'™) — (Wi v..wh) (3) equivalent representation of this property.



Dealing with uncertain observations

This section deals with non trivial observations. We first
discuss the problem when the numbeof time steps is un-
known. We then consider different scenarios for the obser-
vations: total order, partial order, observations reprtest

by an automaton.

Dealing with an unknown number of time steps

In the previous section, diagnosis is performed with the as-
sumption that the time step of the occurrence of an observ-
able eventis known for each observation. It provides sévera
obvious pieces of information (ordering of the observable

some events betwedn; and E;, or by merging consecutive
non interfering setdy; and £, ;. For instance, ifE; and
E; ., donotinterfere€’ = Ey,...,E;UFE;11,...,E, 1S
f-equivalent to€ depending on the definition of a faulty be-
havior. Thus, it is sometimes possible to use a smaller value
for .

In the example presented in the second section, it is suffi-
cient to consider that = 1. Indeed for any trajectory, there
is an equivalent trajectory such that the events between two
observable events are all non interfering.

Total order on the observations

events, time of occurrence of the observations) but also the The observation®B.S are received in the order they were
number of time steps in the trajectories consistent with  emitted, possibly immediately, but the number of unobserv-
the observations. How to translate the diagnosis problem if able events is unknown.OBS is a set ofp pairs (e, )

n is unknown? In planning by SAT, the goal is to find the wheree € X, andi € {1,...,p} such that{e,i) €
shortest plan that enables to reach a goal state: the value ofOBS A (¢/,i) € OBS = e¢ = ¢'. Leto = (e,i) € OBS

n is incremented until the SAT probled(n) is satisfiable.
In diagnosis, we have to considalt the trajectories in the

ando’ = (¢/,i') € OBS be two observations, the evenof
o occurred before’ of o if 7 < ¢'.

system that are consistent with the observations. We now  The main issue is to find the occurrence time step of the

show that it is possible to restrict ourselves to some value
as equivalent diagnosis result is provided when only censid
ering the trajectories of length

Let&, = Eo,..., Ex_1 be a sequence of sets of events
of lengthk on the model of the system, and BBS (&)

be the observations received by the diagnosis system af-

ter the occurrence ofy, (€, may not determin€@BS (&)
uniquely). LetOBS be the observations actually received
from the system. The diagnosis using the valuas the
number of time steps is always correctit € N, V&
Ey,...,FEr_1 such thatOBS(&;) = OBS, there exists a
trajectory&,, = Ey,..., E,_1 which is f-equivalent tcy,

and such thaDBS(E,) = OBS. There are different ways

to use this result.

Leté = Ey, ..., Ex_1 be a sequence of sets of events of
lengthk in the system. Another sequence of sets of events of
lengthk + 1 in the system iy, ..., E; 1,6, E;, ..., Ex_1.

The latter is f-equivaleAtto the former. This means that if
there exists a normal/faulty trajectory of sizethere also
exists a normal/faulty trajectory of size+ 1. Thus, it is

observations. As seen in the previous subsection, we con-
sider an upper bound of the number of unobservable events.
We denoted(:) the time step of occurrence of thith ob-
servable evenid(i) = (z + 1) xi — 1 if = is constant). The
formula® g is the conjunction of the following clauses:

—et e €, Vi, d(i) #t,
—ed(®) ie{l,...,p}, e€ X, : (e,i) ¢ OBS, and
() iE{L---,p}, 6620:<6,i>60BS.

Partial order on the observations

The observations are partially ordered. lbet= (e,i) €
OBS ando’ = (¢/,i') € OBS be two observations. The
partial order< between the observations has the following
semanticso < o if the observable event of o surely oc-
curred before’ of o'.

As in the previous subsection, we dendig) the time
step of occurrence of thgth observable event in the se-
quence of observable event. Note that the observable event

sufficient to use an upper bound of the total number of time ¢ the observation — (e, 1) is not necessarly thith event

steps. For instance, if the maximum number of unobservable

events between two observable eventsasd the number of
observations emitted j5 then an upper bound of the number
of events iz + 1) x p.

However, such an upper bound may not exist since there

may exist loops of unobservable events, or may be too high
which leads to a huge number of propositional variables and
a huge SAT problem. Fortunately, it is possible to consider
a small value forr.

Let€ = Ey,..., E,_1 be the sequence of sets of events
that occurred in the system and e} be two times of oc-
currence of consecutive observations such jhati is big.

Since most events do not interfere, f-equivalent sequences

of sets of events can be found by moving earlier or later

2Since the notion of f-equivalence mainly relies on the defi-
nition of normal/faulty behavior, one should be carefulhwihis
statement in case of non-trivial definitions of a faulty beba

of the sequence. A propositional variakié’) is created
that indicates that the observable event associatedovaith

curred at time ste@(j) and a variable\%) that indicates
that the observable event associated wittccurredbefore

or at the time steg(j).

The formula®o g is the conjunction of the clauses given
in Table 1. An observable event occurred befd(g) if it
occurred beforé(j — 1) or atd(j) (10). An observation is
emitted only once (11). All the observations were emitted
(12). The partial ordering must be defined (13). Finally, an
observable event occurs if and only if an observation associ
ated with this event was received (14).

It is possible to reduce the number of propositional vari-
ables. Ifo is such thaty’ < o, theno cannot be the first
observation emitted. Then, obviousi§t!) = 6¢(1) = false
and it is not required to create these variable%. dbserva-
tionso’ are such that’ < o, then the variables?™) to o®(*)



60 o 52E=1) \/ () (10)
640=1) o —pd() (11)

0P Yo e OBS (12)

og(j) = 6?0_1) Yo1,09 : 01 < 09 (13)
eV & of(j) VERRRY, oz(j) (14)

whereoy, ..
evente.

., o, represent the observations emitted by the

Table 1: Rules used to model the partial order

are useless. The same reasoning can be used for the succe
sors ofo. In the worst case, the number of variables required
to represent the observations is quadratic in the number of
observations. However, if for each observatigrihere are

at mostk observations’ such thab £ o’ ando’ #£ o, then

the number of variables is less thax & x p (wherep is the
number of observations).

Observations represented as a finite state machine

Recent works on diagnosis consider uncertain observations
in the case of large distributed systems, the delay between
the emission of an observation and its reception leads to a
partial order on the observations; observations can begnois
observations can be lost, etc. These uncertainties cambe ha
dled by representing the observations using a finite state ma
chine, such asndex spacen (Lamperti & Zanella 2003),
observation automatoim (Grastien, Cordier, & Largouét
2005), where each path from an initial state to a final state

ceived. For this reason, we are interested in minimal number
of faults that possibly occurred on the system.

We propose to test the satisfiability ©fx, starting from
i = 0 and increasing the value ofuntil ®, is satisfiable.
Then, the minimal number of fault that might have occurred
is 1.

Let j be the number of faults that occurred in the system.
The SAT solver is called fof + 1 times. In casg is high,
it is possible to multiply; by two at each step and test the
satisfiability of®dsp A Pops A ((I)Quei V.V ¢Queix2—l)
until a valuei is found such that < j < ¢ x 2 and then get
the correct value of by dichotomy. The SAT solver is then
called for2 x log, j times.

SEocalisation

We also want to identify the exact faults that have occurred.
The diagnosis problem now becomes finding the set of all
faults that have occurred in the system. Lbt the smallest
value such thatba, is satisfiable. The solution provided
by the SAT solver is an example of a faulty behavior in the
system. The set of faulty evens = {e!',... ¢!} can be
easily extracted from this solution.

S1 may not be the only set of faults of sizéhat is consis-
tent with the observations. If we are interested in obtajnin
all the minimal cardinality diagnoses, then it is possilde t
build a formula from® A, such thatS; cannot be a solution:

oo, A\ —eh).

eteS;

If this formula is satisfiable, another diagnosiscan be
extracted and a new formula can be built that accepts neither

represents a possible sequence of observable events that ocg, nor 5,. If there existk different diagnoses of size the

curred in the system.

The observations can be translated into a forngda ¢
in a similar way as forPgsp. Here, the main issue is to
determine the number of time steps The modeling of the
observations can even be generalised to the observations o
some of the state variables.

Dealing with faulty behaviors

The diagnosis result in previous sections only indicates
whether a faulty event occurred in the system. However, a

more accurate result is generally expected, such as the num-

ber of faults that occurred or the identification of thesdtau
More recently, it has been proposed to consglgrervision
patterns

Number of faults

We denote by, the formula which indicates that the be-
havior of the system was correct. Given thgtp A Popg A
Due, IS Not satisfiable, we know that at least one faulty
event has occurred.

Itis possible to build a formulé .., that is satisfiable iff
exactly: faults occurred in the system (Bailleux & Boufkhad
2003). The formulaba, = ®sp A Pops A PQue, IS Satis-
fiable if a scenario consistent with the observations costai
1 faults. As we mentioned earlier, faults can occur that can-

SAT solver may be callefl+ £ + 1 times.

Extended faulty behaviors

flg'aronet al.(2006) have recently proposed to consider super-

vision pattern rather than a unique faulty event. A supervi-
sion pattern describes a set of system behaviors. In thé prev
ous sections, we considered the set of behaviors that contai
a faulty event. In (Jéromt al. 2006), a supervision pattern

is represented by a finite-state machine that can be easily
translated into a formul&g,,. in a similar way as fo®sp

and ®opg. More generally, we consider formuldg,,.,
which contain information about the event occurrences and
the state variables assignments.

Let QUE be a set of faulty patterns. Let
{QUE,,...,QUE,} be a partition of QUF such that
® ¢ QUE,; means that thdault level of the pattern®
is i. If two patterns® € QUE; and®’ € QUE; with
i < j are possible explanations of the observations, then the
diagnosis should return the pattebrrather thand’. Define
QUE, as the set of patterns which accept the behaviors not
represented i) UE (i.e. the normal behaviors).

This is a generalisation of the previous subsection: the
set of faulty patterng) UE, contains all the faulty patterns
wheres faults occurred; moreover it is considered that there
is a trajectory consistent with the observations and that co

not be diagnosed because not enough observations were retainsi faults, thenj > i faults should not be diagnosed even



if there exists another trajectory consistent with the olese
tions and that containsfaults.

The formula that is satisfiable if a faulty pattern of level
is consistent with the observation can be defined by:

(I)Ai Z(I)SD/\CI)OBs/\( \/ (I)).
PEQUE,

The satisfiability of® A, can be tested starting froin= 0

until ® A, is satisfiable. Then, it is easy to extract the pattern
& € QUE, that has been recognised. Equal level patterns
can be found by testing the satisfiability of formuba, A

Py A - A =Dy, where{®,,..., P} C QUE, are the
patterns that have already been recognized, and extracting
new patternb, ; if the formula is satisfiable.

Experiments

Tests were performed on the system described at the begin-
ning of the paper. The experiments were conducted on a
1.73 GHz Pentium 4 computer using state-of-the-art SAT
solvers. We found that the best SAT solvers for this kind
of SAT problems are the ones based on the Davis-Putham-
Logemann-Loveland (DPLL) procedure (Davis, Logemann,
& Loveland 1962) using the conflict-driven clause learn-
ing (CDCL) enhancement, such as Siege v4 (Ryan 2003),
zChaff v151104, NNISAT v1.13, MINISAT v1.14, and
MINISAT v2.03 MINISAT 2.0 runs complete simplifica-
tion procedure on input formula, in order to simplify the
formula. Siege uses a seed, for the random number genera-
tor, taken from system time, so its performance is different
for the same problem in different time. Thus, we run Siege
10 times on each problem for getting the minimum (MIN),
maximum (MAX) and average (AVG) runtimes.

The first experiments were performed on a scenario with
an increasing number of faults (frointo 20). The num-
ber of observations is about 10 times the number of faults.
The observations are totally ordered and the goal is to de-
termine the number of faults. The number of unobservable
events between two observable events was settol. No
incremental computation was used. Table 2 shows the run-
time of the SAT solvers on the satisfiable formdia,
Psp APoBS, APQue, ; the results are also described graph-
ically in Figure 2. For siege v4, we plot the average runtime
of siege (siegeAVG) and describe its MIN and MAX run-
times by the grey region in the figure. The entdiear and
#cl s in the tables represent the number of variables and
clauses in the CNF formula.

The table shows that SAT solvers solve the diagnosis
problems very efficiently. Note that solving these problems
by computing all consistent trajectories of the model using
classical diagnosis approaches are hard. The Sampath’s di-
agnoser approach would also fail because the diagnoser can
not be computed.

An important result is that the complexity of the compu-
tation does not necessarily increase with the size of thge dia
nosis window. For instance, iMI SAT 2.0 takes.8s to solve

*These SAT solvers available from

http://www.satcompetition.org/.

are

CNF properties Runtime (s)
k #var #cl s siege zChaff M 1.14 M 2.0
1 10679 44017| 0.01 g_-gi 0.03 0.03 0.03
2 21718 90091| 0.03 g_—g; 0.06 0.06 0.06
3 38337 160343 0.09 06‘?2 0.37 0.26 111
4 51636 217593 0.29 8:;3 0.25 042 0.73
5 70415 299361 0.49 83; 067 31 6.8
6 80094 343427 0.54 Ofg 17 2 14
7 95483 412861 2.4 i; 7.1 33 41
8 | 111032 484053 3.2 éi 21 3.8 11
9 | 124521 547703 2.6 é:g 23 138 8.9
10 | 139970 621071 6.7 13;5 96 26 27
11 | 153604 6874720 4.8 11f 15 21 18
12 | 171108 772361 6.5 13 21 72 88
13 | 184892 841608 5 33 11 14 9.6
14 | 200656 920953 4.7 2:2 18 3 14
15 | 214585 992951 6.1 ;‘2’ 18 54 8.1
16 | 226664 1057317 6 ::3 16 7 7.7
17 | 244261 1149035 6.6 ;; 24 48 78
18 | 259978 1233191 9.1 51-§ 32 77 59
19 | 275735 1318745 15 82-2 32 18 8.1
20 | 287672 1387077 10 42-3 20 11 86

Table 2: Runtime of SAT solvers on satisfialdbe,, with
totally ordered observations

da, but only1.4s to solve®,. This relies on the prop-
erty of the SAT solvers which do not perform a forward or a
backward search but choose the variables in a dynamic order
to get the smallest search tree: the behavigkptan be dif-
ficult to find, while it is obvious when new observations are
provided inAg ;. Interestingly enough, not all SAT solvers
consider the same problem hami,, is harder tharda,,

for MINISAT 1.14 (138s > 2.6s), while it is easier for NN-
ISAT 2.0 8.9s < 27s). The same tendancy can be found for
Ag andA;7. The issue of determining which algorithm is
the more efficient and which heuristic should be used for this
kind of SAT problem is an interesting open problem, par-
ticularly since the very similar M1 SAT solvers give such
different results.

In the diagnosis algorithn 5, is computed by increas-
ing k from & = 0 until &5, is satisfiable. In the plan-
ning domain, determining that there is no solution for
k — 1 is often more expensive than finding a solution for
i = k. Thus, we conduct a batch of experiments with
Op, = Psp A Pons, N Pgue,_, Which is unsatisfiable.
The runtime is limited t&00 seconds. The results are shown
in Table 3.

The computation for these problems is much more expen-
sive. The difficulty of these problems can be explained by
the complexity associated with the computation of the num-
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CNF properties Runtime (s)
k #var #cl s siege zChaff M 1.14 M 2.0
1 10440 43300 0.01 8:8% 0.01 0.02 0.01
2 22999 94977/ 0.02072 0.09 0.07 0.07
3 36118 149931 0.197 025 024 0.25
4 51077 213683 0.54)2 13 049 043
5 | 64516 271913 1412 3 15 2
6 79665 338711 7.4 g:g 29 6 12
7 94974 407 267 17 ;i 105 24 25
8 108573 469491 21 ;g 90 17 27
9 126072 549653 18 ;j 116 27 22
10 | 143371 630653 35 Z? >600 62 41
11 | 155090 688191 392 >600 19 66
12 | 170659 763837 7657 >600 52 128
13+ | 186308 841001 >600 2500 >600 >600 >600

Table 3: Runtime of SAT solvers on unsatisfiatblg, with
totally ordered observations

ber of faulty events. For instance, provitgp A Pops, A
Pue, IS unsatisfiable only takes less than one second for
any SAT solver used in our study for any given

k | Timed observationg Total order | Partial order
1 0.02 0.03 0.04
2 0.07 0.08 0.09
3 0.16 0.26 0.14
4 0.36 0.3 3.6
5 2.6 1.9 9.7
6 35 16 5.6
7 4.8 9.1 350
8 4.1 24 290
9 4.3 61 63
10 4.2 25 > 600
11 2.1 3.9 > 600
12 2.7 6.3 > 600
13 4.8 8.7 > 600
14 4.3 16 > 600
15 3.7 18.7 > 600
16 11.8 9.6 > 600
17 7.7 30 > 600
18 9 13 > 600
19 30 66 > 600
20 12 16 > 600

Table 4: Runtime of MNISAT 1.13 on satisfiabl@a,

servations. The runtime only increases slightly with new
observations. However, the computation becomes very hard
when the observations are partially ordered.

Discussion

Diagnosis with diagnosers (Sampathal. 1995) is very ef-
ficient because processing an observation sequence can be
done in linear time in the length of the sequence. This is in
contrast to the SAT approach in which runtime in the worst
case may grow exponentially in the length of the observation
sequence. However, the construction of the diagnoser may
be extremely expensive because the diagnoser may have a
size that is exponential in the number of states in the sys-
tem. In the SAT approach there is no similar direct depen-
dency between the runtime and the number of states in the
system. These two approaches represent a different trade-
off between on-line and off-line computation and between
dependency of the number of states and the length of event
sequences.

The other traditional approach computes the set of all tra-
jectories and determines whether these trajectories are no
mal. A disadvantage is that the number of trajectories is
often extremely high and it is not practical to compute all of
them. Obviously, for diagnosing one given observation se-
quence most of the possible trajectories are not needed (and
this is taken advantage of in the SAT approach) but, once the

The last test compares the runtimes when the observationsset of all trajectories has been computed, it can be used sev-

become uncertain. We consider the following three cases:

the observations are timed, totally ordered or partially or

eral times for different diagnosis queries. Recent works on
this approach (Cordier & Grastien 2007) use decentralized

dered. When the observations are uncertain, an observationor factored representations to represent the set of afldraj

o; was surely emitted beforg;, i.eo;, < o;,iff i +5 < 4.
The most efficient SAT solver for the partial order case be-
ing MINISAT 1.13, we present the result of this SAT solver
in Table 4.

The computation is very simple in the case of timed ob-

tories more compactly without enumerating all of them.

The complexity of the SAT problem is exponential in the
number of propositional variables. The number of proposi-
tional variables is linear with the number of state variable
and rules, and linear in the number of timestep. This makes



the diagnosis by SAT a problem harder in general than the
classical algorithms. However, as in planning by SAT, the
structure in the SAT problem enables the SAT solvers to
solve the problem efficiently.

Conclusion

We translated the diagnosis of discrete-event systemsinto
SAT problem and then used the state-of-the-art SAT solvers
to solve this problem. Our results show that diagnosis prob-
lems, which are unreachable by the traditional diagnosis ap
proaches, can be solved efficiently by SAT solvers. How-
ever, the diagnosis is still challenging when the number of
observations increases. An answer to this problem would be
incremental diagnosis approach, and this would be an inter-
esting prospect for diagnosis by SAT. The difficulty is then
to ensure that the diagnosis of a temporal window will be
consistent with the next window.

The results also show that the existing SAT solvers have
performance varying with no single best solver for any
given formula. Moreover, the difference in runtime between
solvers can be huge. Determining the best SAT algorithm
for diagnosis problems is still an open question.

SAT algorithms efficiently explore the search space. We
claim that traditional diagnosis algorithms can inspinir
these algorithms to improve their efficiency.
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